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protected void Buttonl_Click(object sender, EventArgs e)

{

using (SqlConnection cn = new SglConnection('Data Source=(local);User ld=sa;
Password=mypassword; Initial Catalog=Lab;'))
{
cn.Open();
string sqlText = "SELECT UserName FROM tblAccount WHERE Account=""" + txtUID.Text + "" AND
Password="" + txtPWD.Text + """
SqlCommand cmd = new SqlCommand(sglText, cn);
SqlDataReader dr = cmd.ExecuteReader();
if (dr.Read())
Response. Write("™ N & ! " + dr["UserName"].ToString());
else
Response._Write(" @ "y;
dr.Close();
cn.Close();
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i%ﬁfgjﬁ 2 web.config [[1fi* customErrors EEIJ:T%“E[FI “F}E"“L[H~ AL Debugﬁ”?‘ZI: 19 DLL » RIS (Y E’J‘M
= FEF“E‘F”QEFE”EE* R ] P ﬁ'ﬁrﬁfé U o AH N LA B IE%‘“‘JE'F“E#‘“%?% FH%@F’V TR
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S 2] *Ey“%’ﬁﬁ‘ﬁj‘[ SglDataReader ?Jﬁfﬁf}'ﬂ*ﬁ?&ﬂﬁ F&F‘]H R o FER[FIZVE | UserName fil]
oo [R5 H%T?i txtPWD Textbox Hlﬁﬁ%‘ "OR1=1--> :“th%%%?viu tblAccount f[1fY5T— 2 TH &S o

YN ES B R 'iﬁ[%ﬁﬁ”ﬁp F'FJ™ {# UNION SELECT name as UserName FROM sys.tables -- s PSRRI R pY E
i > F5F Response Write Zi= 1is » L.?E’WH’TE[ RLULE - 9 FES* 5o ([ DROP TABLE .V K 'E,H‘:lﬁ[ﬁ'}*
TR
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J Address IE:] hittpe fflocalhost: 2260 WebLabSOLInjeckion . asp:x

Server Error in '/fWeblLab' Application.

Unclosed guotation mark after the character string '
Incorrect syntax near '”

Description: An unhanded exception accurred during the execution of the current web reguest. Pleaze revievw the =
and where it originated in the code.

Exception Details: System Data SgiClient SglException: Unclosed quotation mark after the character string ™.
Incorrect syrtax near .

Source Error:

Line 24: sqlCommand cmd = new SglCommand(sglText, cn);

Line 25: cn.Open);

Line 2f: cqlDhatakeader dr = cmd.ExecuteReader(];

Line 27: 1t (dr.Read())

Line 2&: Fesponse.write("EilEA 1 " + dr["UserName"].ToString());

Source File: d%aaAtPioneerivehlab'Salinjection.aspxce Line: 26

q‘.%ﬁf FEEHEY SQL Injection Y& Fjﬂ;@
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g CGTRTH U SR T Y RO KLY SolParameter PafF fEIH U 0
LIRS 2) - DR 25 PRSI SQU 4R VB P o JNRITEH P | SqlParameter 4t il S B0
= FFERL » R A R T I - R BRI SR8 Py 1 T B (ePWD.Replace(”)) » EEL
B g Eﬁ PI fot i T~ BB =) [ | SalParameter $91 Tkl S5t fiti: - IP
0 SQU B YA 7% Y0 SO o [ S -

2
cn.OpenQ);
string sqlText = "SELECT UserName FROM tblAccount WHERE Account=@account AND
Password=@password";
SqlCommand cmd = new SqlCommand(sqlText, cn);
cmd.Parameters.Add("@account”, SqlDbType.NVarChar).Value = txtUID.Text;
cmd.Parameters.Add("@password™, SqlDbType.NVarChar).Value = txtPWD.Text;

SqlDataReader dr = cmd.ExecuteReader();

B~ FI:

Lo EERRT TP Iy 9 s R A5 £ saL 7?|E|1 ?‘UJ » ™| SqlParameter $ [ e i ZE I s b
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Cross-Site-Scripting > XSS
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U JKf HTML Form Submit [V | TSR F1E= RGEGHE > 8V RCE il 13}@#@;%@‘; e

U AR E R BV HRE R

F§-ASPNET 1.1 & » 1 o [ AR Y5 2 i » ASP.NET ﬁr%g‘f HEIHH I E E INPUT ~ TEXTAREA [ i 7 <script>
H = [ {f HTML Tag « “Flf’iﬁlE‘ H 7+ TextBox Hlﬁﬁ?‘?“ HTML Tag E%!]‘ ) %’7“'3'1/ @I IJ@F}E‘@J« o fEIE Eﬁ E AL
LN e [J#H[ MY <b><i>ZETHTML Tag FfH ik EFgfipod ﬁ‘ “F%Jg ﬁ‘/uj%"}ivjn FIFo AR
ValidateRequest FET}’I*%R& false - ¥t HTML Tag | N[ﬂ E\ﬂj‘ ’ “JWJ?‘FFJ’H fl1fiY Javascript — ['ﬁ%fjf%ﬁlﬁ‘)ﬁff o q‘?.‘[[ 3 fl-
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B o PRI R T AR R Javascript AT o [l 3 IS 1 F URL AT 29els " Button g &2t €17 » £ alert
- R AT T R
J.ﬁ.glu:lress I@ hktp: flocalhost: 2260/ WebLab/x55, aspe j G

Server Error in '/fWeblLab' Application.

A potentially dangerous Reqguest. Form value was detected
from the client (TextBox1="<script>alert("Hacke...”).

Description: Request Validation has detected s potertially dangerous client input value, and processing of the
request haz been aborted. Thiz value may indicate an attempt to compromize the zecurity of your application, such
&z a cross-site scripting attack. You can dizable reguest validation by setting validsteRequest=falze in the Page
directive or in the configuration section. However, it is strongly recaommended that your application explicitly check all
inputs in this case.

Exception Details: System\Web HtpReguestyvalidstionException: & potentially danoerous Request Form value
was detected from the cliert (TextBox1="=zcript=alert("Hacke...").

Source Error:

[No relewant source 1ines]

Source File: d %WRDOWES Wicrozoft MET'Frameworkw2.0.507 2T Temporary ASP .MET
Fileswweblab\d0Ead 220 oda0 3o\ pp Wiekh vaalynzk 0oz Line: 0

[ji' 2 ASP.NET %r%[ﬁa 1 XSS fiud = Bl

J Address I@ htkp: fflocalhost: 2260/ WeblLab %55, aspx

<hb><irNormal Text</iz</b> ;I
<scriptx

........

alert ("You have bheen HALCKED!™);

</scripte
P Microsoft Internet Explorer | LI
IEE(IEE ]
ﬁl ' "-'., You have been HACKED!
L
Normal Text

q%.‘][ 3 XSS ¥ HR. #i

fel [P XSS TS B ELRITHT > PPN & 3"[‘]%’7\ {7 BT 2 HTML Tag > [Jé\'}‘njt ValidateRequest 1% true fiff+ " o & f0g
HEBR TR P GE ?’Pﬁd%ﬁ * HTML Tag [fj 3% *F ﬁﬁf'%ﬁnﬁiﬁjgﬂﬁ Friendly » (' I'] % &l &ﬁ']fﬁ}i’['”BE'TF7fF93E}ii($[ oE
RIS EIT b Javascript 4519 HtmlEncode (B2 2]) - fi9ER] ValidateRequest SeEITHE R Server-Side fit
HtmlEncode = T i];rﬁ'_}?r FEPIpRL » [ TextBox ]Elfl[“J”F’j":Eﬁﬁi? RichText [£®T » “¢ Zr<h><|><font>Z" H?“ﬁ‘%%ﬁlfl Tag »
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HIIZER ] HTML RLiS J3f9 © — 4% RichText Editor / Jifiu 7 lif#?ﬂﬁ—' €p7eg P [y HTML Tag > [N 75) i Tag fi' 1 b
<script>[fij=1 » it 2 <applet> + <object>E ™ ' I') &5 e ity Fi > fl = igfi<img>ip A (I A SE R 0 2y
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Lo fat YW E T HTML Tag » fiFf Page ValidateRequest %ﬁ?ﬁ?fﬁﬂ DiRgE

2. RICFEEHE <> S EJJ% [i JE’\*rJ '} Javascript 2%/ HTML Encode % {f:*'| ValidateRequest b
Server-Side B2l o

3. F ;#ﬁ HTML fi* J?sl’j;giga I o SRS E i B T Tag Sl ENEL o R E R 2 RichText puftif
(Control)fLR 1 i Hiiu ik -

Cookie

Cookie 1L Web Server 7t Client i | FYwfe] » it P fpl o= i [ fif - AR ot o il
ST[TETS N > Cookie W v I it I H@z ASP.NET [[IfiY Session ~ Cache F%]fli # 7" DB FV X - lﬁfl_ - S
™ > Cookie ~E | ERIZ(FY T i 2V {4 1% o fY:

FIE “[ﬁ*’h i A 7l (Web Farm) 505 Y » (105 2 hsisyiv (IR 8 4 ARl > fj ] Cookie 7 ffli ™ [0S
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'] ASP.NET [ J%?ﬂ*“?jg%ﬁ“[](mrm Authentication) £5{5] » “JRLFRZVE * Cookie Flfﬁj*“ﬁ—tﬁb'{d FNE
web.config f[1 forms ]% &l ATp {7 protection Ak gL E'?F' IR 3] LY TRL Cookie T
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lzwﬁﬁg(mtegNNedSecurny =SSPI;) » F}EUﬁ#ﬂ)j\U'§ﬂﬁf§ﬁﬁiﬂ“ﬁﬁHIﬁﬁﬁgﬁi%ﬁ\ TR o SRy 59?7#%7‘1)E3%§%% >l
el f HIEA IR BOPE 7 web.config 1> BEIREE Windows = 1S %} web.config fit ™" (> — 48~ ?T PLIR BLEVIH o
'E'i IR DR ) 3SR Ry R NP [ SRR R T
lﬂlﬁﬁ?V FRLTE S P {9 o — 393 > —~ £ Open Source Project f7[J[I: log4net + Community Server £
f:“ P o WOSReld g o 7 7% If”![ij[l SQL Reporting Service » sffiscd fI{FILRL [ T e
F R B VR G %t:ggig;[g (i 1 RIS 55 Rt B (o BESRINET =17 [ 5 DES ~ RSA 7357
FpIREEEA RS o = Ii’ﬁ’[’%j‘ﬁiiui» P HEES ﬁFﬁm@r (ﬁ#@}[g Initial Vector ~ Key S {55 nr,;
EIRT AR e [0S PR e R s = T T 1 TRUE HLIEJTJ ?.uf{ﬁklﬁ_ﬁ:& Y R [Eﬂﬁﬂ%ﬁ
IEJFTJ RS R ARG BRI AT A PRI g o 1 L
1) DES JiFTi FSRHENES B -

#4='3 Cipher.cs

using Systenm;

using System.Security.Cryptography;
using System.Text;

using System.10;

public struct DESKeyPack

{
public byte[] Key, 1V;
public DESKeyPack(byte[] data)
{
Key = new byte[8];
Buffer.BlockCopy(data, 0, Key, 0, 8);
IV = new byte[8];
Buffer.BlockCopy(data, 8, 1V, 0, 8);
}
}

public class Cipher

{
private static DESKeyPack genKeyPack(string keyString)
{
/R PRIPA A T ﬂ FUSALT fif
JHIT PS4 PR TP
const string salt = "SALT";
MD5CryptoServiceProvider md5 = new MD5CryptoServiceProvider();
byte[] data = md5.ComputeHash(
UTF8Encoding.UTF8.GetBytes(keyString + salt)

);
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md5.Clear();
DESKeyPack dkp = new DESKeyPack(data);

return dkp;

public static string Encrypt(string rawString, string keyString) {
DESKeyPack dkp = genKeyPack(keyString);
DESCryptoServiceProvider des = new DESCryptoServiceProvider();
ICryptoTransform trans = des.CreateEncryptor(

dkp.Key, dkp.IV

);
MemoryStream ms = new MemoryStream();
CryptoStream cs = new CryptoStream(ms, trans, CryptoStreamMode._Write);
byte[] rawData = UTF8Encoding.UTF8.GetBytes(rawString);
cs.Write(rawData, 0, rawData.Length);
cs.Close();
return Convert.ToBase64String(ms.ToArray());

}
public static string Decrypt(string encString, string keyString)

{
DESKeyPack dkp = genKeyPack(keyString);
DESCryptoServiceProvider des = new DESCryptoServiceProvider();
ICryptoTransform trans = des.CreateDecryptor(

dkp.Key, dkp.I1V

):
MemoryStream ms = new MemoryStream();
CryptoStream cs = new CryptoStream(ms, trans, CryptoStreamMode._Write);
byte[] rawData = Convert.FromBase64String(encString);
cs.Write(rawData, 0, rawData.Length);
cs.Close();

return UTF8Encoding.UTF8.GetString(ms.ToArray());

RIS 4 S Ty

protected void Page_Load(object sender, EventArgs e)

{

string rawString="Hello World!";

string encString = Cipher.Encrypt(rawString, "MyKey™);
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Response _Write(*'<br>ENC=" + encString);
string decString = Cipher.Decrypt(encString, "MyKey™);
Response Write(*'<br>DEC=" + decString);
}
B S
ENC=kGd j4wLUX1NVd5BGB3w/ iA==

DEC=Hello World!

&%} web.config/machine.config [| I?JEF%'Q‘—_'FI’ Htiﬁfwﬂﬁﬁﬁﬂﬁ » fY[1: <identity userName= password= />
<processModel userName= password= /> <sessionState stateConnectionString= sqlConnectionString= />3 = J[I{l T‘m
R T B e A R R ?’j"{‘ﬁﬂﬁqﬁ 4" Aspnet_setreg.exe AV UK [IRBRE RS> T AT Registry Fgfi"E‘
fYfityk pLasHevR 4 o Ria&— #H79 » fE-ASP.NET 2.0 & > web.config [[1J[! connectionStrings “/fi* I'|{fli*'] DAPI ~ RSA
EHFE > P F:'];rgu,g@i firlj2H[5 4/5 5] -

l
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AFERAR DT R H RO — BT - Ao U
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RS E e TR - G- ERFEER ERRE TR Script {5 EXE AR RBIEL » TR0 VRIS il
0 Clent-rip 4TI (0571045 XS5 25180 F"ﬂﬁ' AL RS T F@ﬁ/"wgﬁﬁ
WIE] > 2R R L IS IR ~ BEPREG > 0= T ISGHIE A8 £ 5 og, gif, png, doc, xls, ppt, pdf 5571 2
6, anfgﬂﬂli“*ﬁ?k IR ZIP T e [ l—lmiﬁg,,;iﬁij‘hfﬁsliﬁ Jliﬁiﬁfﬂ RZ2Y) *E'Ejgﬁa“fjr ,
ERUHCRT i i S5 ST | 91 FOT SR I MRV - TS ) ORI - iy
[l B [IIHIFH 7 HetpHandler » FITVAAT [y l'] Response BinaryWrite " UAfidh i it » J1I=i ok = ffM’
P IR K 5 1 UF MIME Type 5 application/octet-stream » I HTML fi i * i 3 il
D XSS TSBMORR) - | URLIT M » R ETHIE o [P R I v~ - S
7 BTRLEL R f%],j/— pen

FHRER:

Lo SPEHEGHIR S H e R s

2. g ‘[fjgeﬁfrﬁ VR RIBYRRTY » 7o 3 Script fY EXE MR ({1 {75F | XSS T BRAVR )
3. HECEE S EVAHZUAY HttpHandler fifE VA

ASP.NET 5’ = $.
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1. ASP.NET 5:5%131@;& e F«? "] ASPNET(Windows XP/2000)5% Network Service(Windows 2003)%7#] =M 1?;11'5
RPET RIS (4% 1 (A RS BT RG5! PR TR web.config [iidentity>)
GHELET ) 73 ,E,Tﬁ,ﬁ;@rg{gq PEFIORE R R ﬁ’i‘yu[%"?‘/ SYSTEM FY Administrator =) {5} © F%JL
ASP.NET i/ |8 J?: AT 28 MSDN ¥ [ - [32 8]

2. TSR il?ﬁﬂfj’?%«ustomﬂror»ﬁ RemoteOnly FY On » fi'I'|ed 5% fzf Ut R NI =S
ary F’yﬁ}"[d[?} WISHMIUTEE o <compilation>[i debug {4 % <trace>fI enabled fE}’liQJ%%t" false » — £&f’
RS T AR pRE YR ITR  [IR EIS R - (%2 9]

3. ASP.NET 2.0 [*[# +"A'H¥J1Y Authentication ~ Membership - Role %ﬁjﬂ R M EE e v E e
[f14% 7% Code f[11'] PrincipalPermissionAttributes {EL' A =R = MR Code[3 10] » G ZpFE(F

4. TBAES 7B Clint b 3 » 3 » 1 PSR« 0 o AR B Form Validaton) s
F%y;fiﬁr] |&f’f’}?‘[ﬁ%ﬁ~ S [fiR'] ASP.NET EK'EJFIU Validator ﬂj\%’ﬁf%’é =

5. THFERY Viewstate ! p Ubafdfies - oo o A PR BB S < S5 PIRT y
enableViewStateMac {55 41 - Hash {4 £ i i I‘;]%:r{’ viewStateEncryptionMode ¥} ViewState {‘J"Fkl’ﬁp{%f 0
7t R R ] (Web Farm) FRIM1H ViewState Eﬂj‘ » S L I%JL vlalidateKey -

FL i > MSDN HEIF |~ {57 ASPNET %' 2 hisi&HT - &EE Y - (% 11]

“

ATTRE|

LY AL T O o ] FSBLREL S BTSSR I - <Y
FORETHIEE * ) > SR BHTIR IV - DR EEIMERIOREL  EBTI BE T B -
FERIORAE 53307 » 4 L HR ] PTR80S SR AL ok
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http://www.ettoday.com/2006/01/19/91-1896211.htm
http://www.ettoday.com/2002/04/22/339-1293697.htm
http://forum.icst.org.tw/phpBB2/viewtopic.php?t=4319

http://www.informationsecurity.com.tw/news/view.asp?nid=2483

2. Javascipt 45 HtmlEncode fFE{

http://lunarmedia.com/blogs/lunarmedia_blog/archive/2006/10/23/120405.aspx

http://www.tumuski.com/code/htmlEncode.php

3. How To: Prevent Cross - Site Scripting in ASP.NET
http://msdn.microsoft.com/library/en-us/dnpag2/html|/PAGHT000004.asp

4. Web.config HITJE"%]EH L Cookie PRy f%i
http://msdn2.microsoft.com/en-us/library/1d3t3c61(VS.80).aspx

5. ﬂ[lfﬁ ['Ej B ASP.NET 5= “r’r?:%b* |‘E{5§F§ﬁkﬁiﬁlﬁi§l}?‘£3“f[ﬁ
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http://forum.icst.org.tw/phpBB2/viewtopic.php?t=4319
http://www.informationsecurity.com.tw/news/view.asp?nid=2483
http://lunarmedia.com/blogs/lunarmedia_blog/archive/2006/10/23/120405.aspx
http://www.tumuski.com/code/htmlEncode.php
http://msdn.microsoft.com/library/en-us/dnpag2/html/PAGHT000004.asp
http://msdn2.microsoft.com/en-us/library/1d3t3c61(VS.80).aspx
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