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? SQL Injection  

ἢ : ῀⸗  

 

 SQL Injection( Ά ) Ệ ᵌ ᵙ ϣἠ ᴷẚᴋ ₤ ẏ ᴢϣ

ḟᴵ€€ẙ „! ₃ϣḐ Ẻᴓ ᴋ ò ▼ò(ᴋ ᴑϣ !)ϣ ”ᶰ ṭἒ Ẳṷ›

Ṅ Ϥ ᶊᴵ ϥḴᶎ ᶰỒ ₂ SQL Injection☼Ḅ Ṇ ᵷẕ ϥ 

 

 SQL Injectionᴠ ╖ ϣḟ ẕ Ẻᴓ ⁿṇ ᴕ ᵌ ϣ ⁿỌᶈᴓḄ

ᴕ ϣẚ ᴕ ᵍὰ SQL ᶷϣᶰ ₭ ℗ Ϥ Ὰ ◙ᴕ   ṱ ϥ ⱱ SQL 

Injection ḃᵂỌ ả ϣẚỒᵌả ϥ ᵌ ᶎ ϣἢ ₂

( — ừ 1Ϥ2)ϥ 

 ḃᴑ SQL Injection Ḵᵟ ϣḴᶎ ᶰ ₂☼ ḛᵷẫἒᾺ ἢ ϣᾐ Ừ

ṹố SQL Injection ◕ϣᴨ Ẳṷ ᵲ ᵩᶈᴚϥ(Ỵ — ᴑ

₂ ϣᾤᵂ ├῎ᵺ ϣᾐ □₃ ἅ ☼Ọ ᴓ ᵷ⌡ḙ ϣ ᵂᾃṷᴑ SQL Injection ⁪

ẚᶈϥ) 

 

ᵌ SQL Injection 

 

 ᵿỌ Ẳ SQL Injectionᴋ ϣẚ ảẹᵐ ϣ⁷ ᴟᵌᵖ ₃ ≢ ϣ ᴋ ᴓ

ϥ ἋỌ ᴋ⁮ ᴕ ϣ ℗ ϣ ₃ḟᴋ ⁹Ɫ ϣᵌ ϥ(₂

ẫ: ᴵừᵍᶈ Ẳ⁭Ṭ http://mag.udn.com/mag/campus/storypage.jsp?f_ART_ID=11599 ) 

ẹ₃   Ϥ Ṇ ₃ ᾠϣᶰ□Ẳṷ◕ ᶔ ᵉ ᷀⁷

Ẻϣ₭ ẚ ᵺᵣ ᴵ ẅ ϥἠ ϣḐ ᵷ› ι Ἳ ◕ϣ

⁮ Ḅᶰ › ϥ Ử SQL Injection ὶᵐ ẚⱱЗ И ᴓỬ Ẻϣᵌ Ϥ

Ẻ ‖Ϥ ᵀ₤Ϥἢ Ḧḓϣ₭ Ọ ᵍ ϥỬᾤ ᶰ›ᶞכּ Ϥ› ᶑẺ ḙ › ϣᴨᵌ

ᶚ ᶑẺϣ Ọ SQL Injection Ẻ ẚᴋᴴᵐ ϥᶀ₥Ḅ◓ ϣḐ Ẻ ῡỌ

ṘḸ ◄ϣ ᵀἢϤ ϣ Ὁ Ẻ ϥ 

ẫꞈ SQL Injection ᴓϣ′ ᴓ ᴓᵐ ᵌ ᵕ ? : ! ḃ ᵌᵿỌ SQL 

Injection Ẻ ϣᾮ₃ Ẻἢ ϣ : Ẻ Ṋ ừ ᴓ ϥẫꞈῡỌᴓכּ ᶴ₥

ᵍ ϣᾤ ẩṇ ₂ ᾠ ṇẚ₥ᶴ Ἕ ῏ ᴢϣ ᵌ╬ẙ ḏᴋἋ Ẻ ḃṇϥ

ᵺ ! ᴞᴋ ᵺ   Ẻ ềᴑ ϥ 

ả᷊Ḑẕᵌᴑ SQL Injection ◕ϣẚ ᴠϣ ᵐ ϣ ẚ ṆἭ ᴚϥ

₭ ϣᵌ ẖ ᾤ ′ᴋᵺé ϣᾤ ᵺ   Ẻ ϥẚᴋ ᵍϣ

ᵟ ᴑ SQL Injectionϣ⁪ḭ ẙ ϣẚỤ ốϣ ᾃ ᴋ ϣ Ọᴋᾯ ἁ ẙ ᷀ ϣ ẖ

ᵦḌᾺ Ẻḃᴑϥ ϣḓᴠ ᾤϣ Ἤ₯Ἄḭ ẖᵦḌ ϣἠ Ử₃ ᴟᵺᵿẑᵿ ᵿ ᶒᴷϣ

ḃ ☼Ọ ASPϤVB COM ᴋốϣᵐ ṹᾮ Ṋ ᶊ ι Ẻϣᵉ ᾿ᴑ

ϥ 

 ẚ□ ᵀἢ ϣg ả Ẻᴓ ϣ₥ᵍ Ọ ᶚ₂╛ḵ SQL Injection ṘḸ ϥ

http://mag.udn.com/mag/campus/storypage.jsp?f_ART_ID=11599
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ẕỒϣẚ ẏ ᴢ ₭ SQL Injectionϣ ᴓ ᶈϣ ᵌ ḙϥ ḙ᷅ ṑ ϣỬẚ ℗

₯ ᴠϣἥ SOHO Ϥ Ṇ ὁ ò᷄ ḄᶰḸ ἅòɴ ḙ Ọ☼ ? ὁỌ

Ẳ ? ιᵌ ἅ Ẻ Code Review ᴋḄᶰ   ᵌẮẚ SQL Injection ᶑּכϥ

( Y2K Ọ ᵩ ἝϣḐ ẹỌᴓ ᷀ᴑ᷊Ỵ Y2K ᵀ₤ϤᴨỌᴓ ₁ᶰἅ

Code Reviewꜜ ϣSQL Injection ῡỌ ᶑ ) Ọᵌ ϣ ᵒ SQL InjectionḄ ᵐ ϥỬ

Ẳẅ ṸẈ ἁ ϣᴋ ᴋợ ᾇ Ẉϣ  ᴕ ᴋ ϥ 

 ᾤ ẖ ₭ SQL Injection ₂ ᴢϣ Ϥ ề

ẕϤḄ ẅ ᶰᵷẕ ᵐ ϥỬ ᶑẺϣ ϤềẕϤ ᴟ ⱬẚᴋ ϥ 

Ṋⱱᾤ ẚⱱ SQL Injection Ḵ„ϣ Ẳṷ ṭἒᾯἲϣẕỒ ☼

₂ ℗Ỵ ϣἠᾤᵂ ( Ἤ !) ᶎậ ϣ ẺϤ ẏ ᴨảṇᵯẏϣᶰἭ

Ṇᵌḫ ὢ ϥ 

 

? 

 

 ᾤ ᶰ ᴷ (Hackerϣɜ Cracker) ἄ Ỵ ϣἠᴨῡỌ ₭ᴟᵌᵖ ẍᴵ ᾮ ϣ

ḗ ᾮ ϣ ϣ ḙϥ 

 ᴢỌ ᷄ ϣ ᶎ ᴢ ϣḄᶰ ₥ ᴓ Ḵ ϥḟ ℗

Ἕ UserInfo.asp?UserId=123 ϣ₂ẫ: 123כּ ᶝ ϥἠ ẕ Ẻῡ ẩϣUserIdḵḸ ᷀ϣẕ

Ồ ềᴑ UserInfo.asp?UserId=ϥḄᶰ —ϣASPᾷ₭ UserId ϣỬ ṕᴑᶰᴠ

: (ẫ 1) 

 

1 ẕ UserId ᵌ Ử ṕ  

 

 Ọ SQL Injection Ừ ₭ ἅ ϣ ₭ἄ ℮ᴋ Ϩ Ḅᶰ ╖ Ắẚ

SQL Injection ϣ ᴠ₃ ᴵ „ᶋ ₩ᴑϥỵỒϣᾤ ᴑ : 

 

Ћ 1Ќ 

ẚ Ṇ ᴓ ᴢϣḵ ᶶᴕⁿṇ ᶶ ϣ ề ᴕ ᵌḸ ϣ Ử Ẻ ϥ 

Ћ ẕЌ 

Ẻᴓ ▼ϣ Ẻ ᵌḸ ϣỬ ᴓ ᴨḵᾷ᷀Ồᴋ⸗ ϥ 

Ћ Ќ 

῏ϣẚ ễϤᴢ   ẍ᷄ ἅᾃ ϥ 
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Ћ 2Ќ 

UserInfo.asp Ẻḵ ϣ Ử ᴑ Ắ℗ ἅ ϥ 

Ћ ẕЌ 

UserInfo.asp Ṷ ᴕ UserId ϣ ḟᵌ ậ◙ ϣ Ḵᵌ ϥ 

Ћ Ќ 

ᴢϣ ᴓ Ḵ ϣ ᵌ ΩῡỌ ╖ UserIdḵ ╖ ϣ ṕ ᵌḸ

₂ḙϥḄẚ UserInfo.asp᷃ᴕᶰᴠ Ẻ : 

Dim strUserId 

strUserId=Request(ñUserIdò) 

If (strUserId=òò Or Not IsNumeric(strUserId)) Then 

    Response.Write ñUserId ᵌḸ !ò 

    Response.End 

End If 

 

Ћ 3Ќ 

Ṋ ᵍϣ ⁿṇ Ḅᶰ ℗ ả ϥ 1ỵᵿ ᴑᶰᴠ : 

1. ẺⁿṇЗODBCИᶑẺ ᴢЗSQL ServerИϥ 

2. Ẻ Ṹṇ ASP Ẻ(Connect.asp) ϥ 

3. Ẻ UserId ẚ SQL ᶷ ϣgᶅ ῡỌḙ ᶇ ϥ UserId ậἉ ϣ ᷀òSELECT é FROM 

UserInfoTableName WHERE UserId=òᵌᾃ ᶷϣᾘềòô=ô ᵌḸכּ ò ϥ 

Ṋⱱ   ṕẚⁿṇ ᴢϣ ᴋ῍ ιả ϣᴨḄ

ṕẚ ᴢ ẖϥ 

Ћ ẕЌ 

ẺḵỴ ϣỬ ├ ẖ ᴋ ⁿṇ ϥ 

Ћ Ќ 

Ṋⱱ ᵍ ả  ᵷ Ẻ ϣẚ ϣ ⁮ Ọἷⱱ DebugϨẚ  ᴢ ϣ

ề   ϥẕỒϣẚḸẺᴢ ϣ ẩ ṇ IIS ╖ ᵯ ◙ ASP.NET 

web.configᵍ CustomError ╖ϣ ᴋ ⁿṇ ϥ 

 

⌂ 

 

 Ṋ SQL Injection ṆἋ ₃ ϣURLᵍ☼ ᴕ UserId ṇẚⁿṇ ᴓ

SQL ϣgỬ ᶷᴓ Ἃ ⱱЗ Иᴑϥⱱ ᾤ ẚURLᴢ ᴋᴠϣ ḄᶰᾬUserInfo.asp

ềᴋ ᷄ Ω SQL Query AnalyzerⁿṇϨ ϣṹṊ ᵍ ϥ ừ 1 ᶎ

ᵟ ᴑ ᷃ HAVING 1=1 כּ ᴋ ᷀ Ἃẏ ϣṹⁿṇ UNIONᾨḢ ᾤ ề Ḵ

Ἃ ẖϥἠᾤ ḙ ϣṊⱱ SQL ᶈ ϣ ᾤ ι ẙ ℗ẖϥ 

 ᶑּכ ϣ Ṷᾤ Ṷ Ἃẏ ϣᴋ ᵌḙᶯ passϤpasswdϤ◙ passwordϥⱱ ᾤ

ṇ UserInfo.asp?UserId=1+AND+Password=1 ề SQL ềòSELECT é FROM UserInfoTableName 
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WHERE UserId=1 AND Password=1òϣ₥ᵍ ὰ ᴋ ϥṊⱱ Password Ἃả᷊ ᶰ varchar ἱ

Ắϣ ᾤ ῏ ậ 1ᶚ ϣSQL Server ⸗ẙ ₁ᴑỴ varchar ề int ᷄ ϣ ḛ

ᶈẙ ṕậἉᵣ ḛ Ṋϥ(ẫ 2☼ṕ) ! ⁿṇ ᴨ ᶈẙὰ ẚ ϣg

ṟ ᴑỌᶈᴓϥ 

 

2 ẕ ḛ ϣ Ἃᵣ ṕ ᵍ 

 

 ϣ Ẑ ϣỌᶈᴓḄᶰ Ẻ ☼Ọ ϣ ᴢ

Ἃϥ   ᴋ ϣ ṳἆꜜẚ ᴢ ⌂ῡ ₣ Ϩι ∏ Ϥ Ẻ

ᴓ Ϥṱ ᶬẚỒ₩□□ ᵌ ϥ 

 

Ћ 4Ќ 

UserInfo.asp ⁿṇ ᴕ ḵ ᷃ề SQL ᶷ ᴋ ᵩϣ ᴵẏ SQL 

Injection( ) ϥ 

Ћ ẕЌ 

Ṋ ₃ ϣUserInfo.asp ᶰstrSQL=òSELECT é FROM UserInfoTableNameWHERE UserId=ò& 

Request(ñUserIdò)ᶑẺ ề SQL ᶷϣ ᴕ ᶇ ᷄ᵻ ᴑϥ 

Ћ Ќ 

ẚ Ẻ ᵍϣ Ὶ╖ SQL ᶷ ᶑּכỌ₣ : ᴋ ᶰ Ad-HocᶑẺ Ẑ᷀ SQL ᶷậἉϣḏᴋ

ᵯ ᵩᶰ (Parameter)ᶑẺ ᴕϣ₂ẫ: ADOᵷ ADO.NET Command ṬὩỌ Parameters

Ẑ ◕ϥᴋ ⁿṇ ϣ Ṋ Ṭᵣ ᴑậἉ ᷄ ϣᴒ ᵌḫ῎ố Ϥא

SQL ᶷϣ ᴨỌ☼ἷ ϥ ẫᴠ: (ᶰכּ ADO.NET ₂) 

SqlCommand cmd=new SqlCommand(ñSELECT é FROM UserInfoTableNameWHERE UserId=@UserIdò,cn); 

cmd.Parameters.Add(ñ@UserIdò,SqlDbType.VarChar).Value=Request[ñUserIdò]; 

Ử Ad-HocẺ SQL ᶷậἉ⁪ ᾃṷᵌ ṇϣẚ ⁮ Ẑᵍϣḟ Ọ ϣḐכּ ẚⁿ

ṇ ϣ ḫ ᷃ ⁿṇ ᴕ ϥ 

ᶰ ₂₃ ϣṊⱱ UserId ╖ ậϣẕỒẚ SQL ᵍᵌḫⁿṇכּ ᶇ ϣἠ Ṋⱱ Query String

ᴕ ậἉ ϣḟỌḄ ậἉϣᴨḄ ậϣẕỒ כּ ⁿṇ VB IsNumeric◙ Regular 

Expression ậἉ ὁ Ẑּכ ậϥ 

Ἃ ἱ (n)charϤ(n)varchar◙(n)textϣ ẚ Ẑ SQL ϣ ṇ ᶇ ᵣ ậἉὰ ₃ϣ

⁪ ᵣ ᵍ᷅Ὕ ᶇ ἱ ϣᶰἭ ᷀ ᵌẐכּ ╖◙ ᴕ SQL ᶷϥ 

ᴋ ₃ ϣṇᶰᴠ כּ ậἉᵍ ᶇ ề₣ ᶇ ἻḄ: (ᶰ ASP ₂) 

strSQL=òSELECT é FROM YourTableName WHERE TheField=ôò & Replace(Request(ñUserInputò),òôò,òôôò) & ñôò  
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Ћ 5Ќ 

ⁿṇ Ḅ ℗ ᵣ ϥ 

Ћ ẕЌ 

Password Ἃḵⁿṇ᷃ ◙ṇ (Hash) ϣ ỌᶈᴓḄṊ ᵍ☼ Ắ Ἃᵣ ℗ ϥ₥ᵍ

ⁿṇ ᴞᶚ᷃ ιẲṷᴋ⁮ϣἻכּ ᵂ ϣᴨכּ Ṋכּ Ἃᵣ ᵸ ϥ 

Ћ Ќ 

ἋϣḄⁿṇ DESϤ ỵ RSA ᷃ ◙כּ SHA1ϤMD5 ṇ ℗ᶶ ⸗ Ắⱱ

ᵍϣẫỒḄ ᵿẕ ᵣ ḙ Ṇ ϥ 

 

Ṇᵙ ⁭?  

 

 — ₭᷅Ὕ SQL Injection ẏ ᴓ ϣἠᾤ ᾴ ◙ ᴕ   ἳϣẚ ᴑ

Mail ᴓ ϣ З  И ỒḭἌϥ( ϣảᵿ Ᾰ ἄ

ᶋ) Ửϣẫꞈᵞᵺ Ọᶈᴓϣ Ọảᵿ ⁭⇔? 

1. ẫꞈ ASP ṇ SQL Ọ dbo ϥ 

ᴕ Ḅᶰ ₭ᾃ (Table Schema)ϣṻ᷀☼Ọ ϣ ᵍ ℗ιỌ Ϩ◙

DELETE FROM TABLEϤDROP TABLEϣ ᴋ ᴨ ϥ 

2. ẫꞈ ASP ṇ SQL saϥ 

ᴋḲ℗ sa ϣḄ ιảᴑ: Ḅᶰ↑Ḏ SQL Server Stored Procedureϣ ἅ DOS

ᶷϤ RegistryϤ Web Serverᴢ ḭ᷅ ᷀₃ϣ◙ ἴᾺ ᵣ ϥṹᵌ ᴕᶕ Ẻϣ

Ἑꜜ ἢ ₥ᶴ  ẙṠ € ϥ 

ᶰᴢ ⁮ ϣףּ ᴓ Ϥ Ẻᴓ ṱ ᶬ ϣỬ ϣḐẕ ᴋἅ Ẻῡ ẩϣ

ṹ᷃ᴢ ᵌ ϣ ᵌ ! (ẚᾤ ᵍϣṇ sa ề Ẻ ꜝᵶ ᵌᵿ!!) 

 

2008ι ᶺ 

 

— ᴋ⁮ SQL InjectionΆ ◄ϥ Ẅ ᵍϣSQL Injection ℗כּ Ἃẏ ϣᶰ ᷀

◙ ⁭ ϥἠ ἅ ⁮ ἢϣ Ṯ ẖ ᵉ ₁ ᴕ ϥ

ẹ₃ϣ ả ᵂ Custom Error Pageϣ ᶋᵀ ἢᴕ ϣἠ⁪ᵌᶶ

Ḅᶰ ꜠ ϥᵌ ϣᴨ ᴋ⁮ Ά : 

1. ᵂ ᴋ⁮ ề SQLָאᴕᵀ₤ϣ ᵂ ORACLEϤSQLϤMySQLϤAccess ẍ

ẩ ả Scriptϣᵌ ◕ ᴓᴨᵌḫ ᵀϣṟ ᵀ₤ᾠ ᴋ ἻḄ ᶋϥṹ Ẑ

Googleᾮ ϣ ḭ ᵐᴠϣ ἣ ῡᵙ ẏ Ḅ ᵍ ϥ 

2. ᴑỌᶈ כּ ℗ ϣ Ọᴋ ḭ Ẻ SQL InjectionΆ ϣᾬṷ Ά ᶷ ề

ᴋἅ QueryStringϣḗ ᶬ ϣề᷄ ₭ϣḛ ᴑᵌ ợ Bytes ϣ ᵌ Ṇ ϥ

ỬΆ ᶷ ᵣ ề HTML ṕẚ ᴢϣ☼ᶰḐ ᾮ᷀ SQL ᵍ☼Ọ varchar, 

nvarchar, ntext, text Ἃϣẚ ᶑ᷃ᴢᴋ <script src=òṇ₃ ᴕᶕ js ò>ϣ Ḅᶰ ề

ϣ ₭ ᶕ ṑ ϥ( ᶕ Ḅᶰ ừ
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http://blog.darkthread.net/blogs/darkthreadtw/archive/2007/06/01/816.aspxϣ Ḑ Windows 

Update⁪ Ἥ ἅ₃ ᵌ⸗ Ẻ Ḅ Ἥ) 

 

 

 

 ẚ SQL Injection ├ ẹ ϣ⁷ ẚ ᴢ ḟᵌ Ử ϣ ᵐ ᴨỌ Ṱ ϣ

ᵌ ϣInternetᴢ Ọảᵿ ᵌẲṷ ? ᵌ Ọᾤ „ Ắⱬ₥ᵍ? ἠ ᶎ ảᵿ

᷀ḟ ◕ᵷ ẚ ϣỌἷⱱ ᵿ Ἕ ṹ ᴢ ϥ 

 ϣ SQL Injection › ϣ אָ ⁭ : 

1. ẚḸẺ ᵍϣ ṇ ᵯ ᷄ ϣ Ἥ ⁿṇ ϣᶰἭ 

ḙ ϥ 

2. ᴯ ᵌ ṭⁿṇ ☼ ᴕ ṭἒ ϣ῎ᴋ ᴕ Ḅ ☼ṇϣề ᴕ ᶷ ϥẫ

ꞈ ₥ Ẑ ᶷ ᴋ ᵩϣḫ ẚ Ẻ ᴢ᷃ ᴻᶈϥ 

3. ᵿ SQL ᶷậἉ(Ad-Hoc SQL) Ẻ ᶑẺϣᶰ ᵿ Ṇ SQL Injection ϥᾺṇ Parameter

ᶑẺ ᴕ ϣ Ọ ᵲ ẩ ϥ 

4. ẚ ṇ ᴢϣ Ἥ ϣᶀ₥ sa ẚῡ Ṋ ề „ᵩϣ

ᵿ ẩϣᶰ Ḹ ἢ ⁹ϥ 

 

 

ừ  

 

ừ 1 - SQL Injection ( )ï  SQL  

http://www.microsoft.com/taiwan/sql/SQL_Injection_G1.htm  

ừ 2 - Л МSQL Injection ẕ › ᵐ  

http://www.microsoft.com/taiwan/sql/SQL_Injection.htm  

 

http://blog.darkthread.net/blogs/darkthreadtw/archive/2007/06/01/816.aspx
http://www.microsoft.com/taiwan/sql/SQL_Injection_G1.htm
http://www.microsoft.com/taiwan/sql/SQL_Injection.htm

